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Perform A Configuration Integrity Check (CIC) Of A Software 
Component On The Host Device (e.g., By Performing A:Hash On 
The Software Component To Produce A Hash Value And 
Comparing The Hash Value With A Stored Hash Value) 




Authenticate That Firewall 
Device is in Place 



I 



Send An Alert 



Contact Policy Server For 
Policies Over Secure 
Connection 
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Send PoHcies To The Firewall 
Device 
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Shut Down 
Communications 
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Store An Alert.On (e.g., On The 
Firewall Component) 



Process Network Data With 
Firewall Using Policy Rules 
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Display an Alert Message on 
the Host Device 
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niiom R Connection To The NetLUorkTo Be Established Uia The 
Communication Interface Deuice Only if The Fireuiall Deuice Is 
Coupled To The Host Deuice (e.g. pass keys) 
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(Optional) Sujap Resource Spaces In The Host Deuice That Rre 
Reserued For The Communication interface Deuice And The 

Fireman Deuice 
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Receiue Data From The Network OuerThe Connection 
Established Uia The Communication Interface Deuice 
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Route The Data To The Firewall Deuice To Be Processed By The 
Hardujare Firewall, The Routing Taking Place Rt R Physical 
Layer In The Data Stack, For EKample 
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Process The Data With The Hardware Implemented Firewall 
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Transfer The Data To The Host Deuice 
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